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Common customer challenges with
highly distributed systems

Sprawling Systems | Information and process silos | Increased technical debt

E
Hybrid



Advancing hybrid cloud to adaptive cloud

Adaptive

cloud Thrive in dynamic environments by unifying teams, sites, and
approach systems across public, hybrid, multi-cloud, edge, and loT
with a common operations, innovation, and insights platform
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Adaptive cloud
approach

Operate with Al-enhanced
central management
and security

N

Rapidly develop Unify data and Al
and scale applications across a
across boundaries distributed estate

One unified and customizable
global to local infrastructure

Enabled by

Azure Arc

\ %4




Introducing Azure |

Cloud infrastructure for distributed
locations, enabled by Azure Arc

Operate and scale Ready for all your Flexibility to meet Extend cloud
with the power of apps: VMs and your requirements security to your
the cloud containers alike and budget distributed locations



A Leader in 2024 Gartner®
Magic Quadrant

Microsoft recognized once again as a Leader for its Ability to execute and
Completeness of vision in 2024 Gartner® Magic Quadrant™ for
Distributed Hybrid Infrastructure

Gartner

2024 Gartner® Magic Quadrant™ for
Distributed, Hybrid, Infrastructure (DHI)

Gartner, Magic Quadrant for Distributed Hybrid Infrastructure, Julia Palmer, Jeffrey Hewitt, Tony

Harvey, Dennis Smith, Stephanie Bauman, Kevin Ji, 7 October 2024.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its dffiliates in the U.S. and
internationally, Magic Quadrant is a registered trademark of Gartner, Inc. and/or its affiliates and is used
herein with permission. All rights reserved. This graphic was published by Gartner, Inc. as part of a larger
research document and should be evaluated in the context of the entire document. The Gartner document is
available upon request from Microsoft.

Gartner does not endorse any vendor, product or service depicted in its research publications and does not
advise technology users to select only those vendors with the highest ratings or other designation. Gartner
research publications consist of the opinions of Gartner’s Research & Advisory organization and should not
be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this
research, including any warranties of merchantability or fitness for a particular purpose.






New solutions across the IT estate in every industry

And
more
+ Real-time defect detection * Reimagined in person retail » Compliant and secure data
* Predictive maintenance  Streamline store operations » Connected care experiences
* Secure, consistent operations * Maximize the value of data ¢ Clinical and operational data

E
Hybrid



Durable scenarios for distributed infrastructure

Local Al inferencing,
especially video

Process da

Example: Retail

Mission critical and
near real-time

Continuity

Example: Manufacturing

Regulated and limited
connectivity

Keep data :

Example: Utilities



Azure Local:
New product, new features, how it works



How Azure Local works (connected)

Operate with unified management

Management and security Q§ .
and security for all your resources
Tl
Region
Enabled by
Azure Arc
Local
Tl
Deploy apps onto cloud-consistent
Apps, data, and Al /[ - Y -
virtual machines and Kubernetes
cl ¢ ..
S | Provision the Azure Local software

Hardware

to form local cloud infrastructure

Get hardware from your preferred
vendor, connect power and network



Azure Local replaces Azure Stack HCI

{{  Consistent software platform, Portal, and APIs  >>>

©

Low-spec, low-cost Connected servers Disconnected
edge servers (formerly Azure Stack HCI) operat|ons
Simpler, smaller hardware for light Choose from over 100 hyperconverged Meet strict data residency regulations with
computing requirements. server platforms from major OEMs. a permanently disconnected option.

NEW PREVIEW v GA NEW PREVIEW

Existing customers of Azure Stack HCI will transition seamlessly to Azure Local with the next software update.



Microsoft

Operate and scale
Azure Local | with the power of

Enabled by Azure Arc

the cloud




Deploy distributed infrastructure from the cloud

A\

Shift responsibility from on-site to central IT

Treat physical machines like cloud resources,
using Azure portal, APIs, or even Terraform

Simple wizard, backed by powerful automation

Advanced options to customize the cluster,
networking, and storage for your environment



Repeat and scale with infrastructure-as-code

// ¥ N

Store 17 Store 92 Store 45 Store 63

== Cluster
Node

Node



One-click infrastructure updates from the cloud

| Conveniently view and manage updates
\') across locations in Azure Update Manager

/ Full-stack update package includes all
/ Azure Local software plus OEM content

J Non-disruptive (workloads keep running)

You control when to apply updates

1: Firmware and driver packages available for Premier solutions like Dell APEX Cloud Platform and Lenovo ThinkAgile MX455 V3



Central visibility across all your locations

Monitor infrastructure, VMs, and Kubernetes
from the Azure portal, enabled by Azure Arc

Ready-made dashboards you can customize

50+ standard metrics for infrastructure
cover hypervisor, storage, and networking

Set alert rules to send email and more



Microsoft

Ready for all your

Azure Local | apps: VMs and

Enabled by Azure Arc

containers alike




Full-featured, general-purpose virtual machines

Run traditional apps in VMs with your
own images or Azure Marketplace images

Total flexibility to customize VM specs,
networking, storage, and configuration

Use familiar Azure portal and automation
for cloud-consistent VM operations

VM extensions for monitoring, security,
updates, AD join, custom script, and more



Migrate from VMware to Azure Local (preview) -

Reduce your VMware costs and

A" footprint with full-stack alternative Azure Migrate

Source Target
Appliance - Appliance ||
Replicate on-prem
.vhdx

to on-prem

g No need to change/rewrite apps

Hi

.vmdk

| Copy and convert VMware VMDK to
4= Azure Arc VM entirely on-premises
VMware vSphere Azure Local

; Guided workflow in Azure Migrate

Learn more at aka.ms/AzurelLocal/Migrate



https://aka.ms/AzureLocal/Migrate

Azure Kubernetes Service built-in and

Deploy container and cloud-native apps
leveraging open-source technology

Managed Kubernetes with AKS-consistent
portal and APIs to simplify operations

Microsoft-provided storage (CSlI) driver
and images for Linux and Windows

Infra-as-code and continuous delivery
with Terraform and GitOps support

luded ““B



Bring Azure’s app, data, and Al services anywhere

Management ' @

services . _ : : -
Portal Copilot Graph Identity Defender Monitor Updates Policy Support Billing
Cloud region Enabled by
Azure Arc

Distributed location

App service Data servic Al service m

—

Video Local Al search Machine
Indexer (preview) Learning

Windows Azure Virtual Azure loT Containers Arc-enabled Managed

and Linux Desktop Operations Apps Logic Apps SQL Server instance PostgreSQL

Foundational Virtual Kubernetes Logical Storage
services machines services networks paths



Azure Virtual Desktop
with Azure Local




Azure Al services with Azure Local (preview) -

Local Al Azure ML
Search Catalog
Search on-premises data with Deploy and manage validated
small and large language models Al models from the cloud

Learn more at aka.ms/Azurelocal/EdgeAl



https://aka.ms/azurelocal/edgeai

Microsoft

Flexibility to meet

Azure Local | your requirements

Enabled by Azure Arc

and budget




Choose hardware from your preferred vendor

Engage directly with Customize hardware specs, Purchase 1to N nodes
your preferred vendor storage, and networking up-front or as-a-service

Explore solutions at aka.ms/AzurelLocalCatalog



https://aka.ms/AzureLocalCatalog

Accelerate demanding workloads with GPUs

T Over 50 GPU-capable platforms with
A-'_-'|I NVIDIA A2, A16, A40, and others

'\ Dedicate whole GPUs to workloads
J to maximize Al/ML performance

Partition GPUs to increase density
|-2 with virtual apps and desktops

VMs with GPU partitioning support
‘.__I live migratic | N

1: Not yet supported by AKS 2 : GPU assignments in Azure Arc as of Dec 2024



Low-spec, low-cost options for edge use cases

Azure Stack HCI Azure Local '

Requirements at launch Requirements at launch

. e . . SuperMicro SYS-E302 Dell MC-4000r/z + MC-4510c
Windows Server certified Windows Server certified Fan-less server Rugged two-sled chassis

Min2+machines 1+ machine

Min—4-—disksperrrachine 1+ SSD per machine 2

. 3 HPE MicroServer Gen11 Lenovo ThinkEdge SE350v2
Min-10-Gbps-w/-RBMA 1 Gbps/2.5 Gbps Ethernet Micro tower server Half-width, half-depth 1U

Active Directory required Doesn't require AD 4

Example possible solutions, pending validation

1: Reduced requirements allowed up to maximum of 3-node cluster 2 : Excludes OS boot disk 3 : Must support Hyper-V virtualization 4 : In preview now, coming 2025



Watch the
demo

<

Deploy AKS using tower
servers and simple ethernet

(9 mins 39 secs)


https://youtu.be/yxlAfS9mh2E

Introducing disconnected operations (preview) —

Azure Local Azure Local
;_B| Satisfy regulatory requirements by operating (connected) sconnected
=Q permanently disconnected from the cloud
Control plane
‘1 Host backend Azure resource manager,
L J portal, and services in local appliance VM & Cloud region

- - - D S S D S S S e e e e e e e e e .

@ Distributed location

Subset of services available:

ontrol plane'

(appliance VM)

s I

Portal ARM Copilot Key Vaults Policy 2 Defender Workloads Workloads
Infrastructure ® Infrastructure

Local Machines Kubernetes Registries AVD Others

1: Available only to customers who prequalify based on industry, use case, and other considerations 2 : Partial functionality (policy enforcement at resources creation for GA)



Azure Local with disconnected operations

Explain qualification requireme



Microsoft

Extend cloud

Azure Local [ security to your

Enabled by Azure Arc

distributed locations




Strong default secu

Management and
security tools

Simplified operational
hardening

Sensitive workload
protection

Data-at-rest and
integrity protection

Secured-core
certification

Highly regulated
industries

Centralized security management

Azure Policy, OS Config

VM isolation

Hardware enforced VM isolation

OS + firmware protection

TVM, Guest attestation

Encryption + data protection

1ololo
SMB, BitLocker ololol
1ololo
Hardware root-of-trust
TPM 2.0,, DRTM, Secure Boot
Security assurance @)

Host component governance

Simplified compliance Security posture mgmt.

Azure Policy, Azure Security Benchmarks Azure Policy, Monitor, Defender for Cloud
PriviIeged access Network security
JIT, JEA, PIM, PAM, CG [r.ﬁ. Datacenter Firewall, Secure DNS

Confidential Compute*

CVM, Guest & workload attestation

System security + zero trust

Hardened defaults, Trusted Boot, Certificates, Cryptography,
Code Signing and Integrity, Device Attestation, Zero trust

Silicon assisted security

Firmware, DMA, Memory, Secured Kernel

[ Certification [ Secure supply chain

Provenance, patching and continuous vulnerability management of OS components

for apps and infrastructure

£l



" 4

Microsoft Defender for Cloud with Azure Local



Network threat landscape: by the numbers

90% + 3SM+
[

of all cyberattacks abused Exposed RDP ports could be
Remote Desktop Protocol protected with stronger
(RDP) in 2023 network security

Source: Sophos, 2023 Source: Sophos, 2021



https://www.sophos.com/en-us/press/press-releases/2024/04/cybercriminals-abuse-remote-desktop-protocol-rdp-90-attacks-handled#:~:text=The%20report%2C%20which%20analyzes%20more%20than%20150%20incident,remote%20access%20on%20Windows%20systems%E2%80%94in%2090%25%20of%20attacks.
https://news.sophos.com/en-us/2021/07/18/hindsight-2-block-public-facing-remote-desktop-protocol-rdp/

Introducing network security groups (preview) -

Protect network access with inbound

N\
/l Internet

AN

and outbound allow and deny rules

Complete 5-tuple control: source and
destination IP, port, and protocol

Assign NSGs to individual VM
interfaces or whole logical networks

Enforced within the virtual
switch at the virtual port level

outbound
Internet access

VM “Web"

192.168.1.3

Logical Network “A”
192.168.1.0/24, VLAN 206

Deny outbound
Internet access

VM “sqQL”

192.168.2.3

Logical Network “B”
192.168.2.0/24, VLAN 310



Network security groups with Azure Local




Low-level attacks are increasingly sophisticated
Firmware attacks are hard to detect, persistent across reboots

Example Example Example

“MoonBounce” “CosmicStrand” “BlackLotus”
(2022) (2022) (2023)

& i,

Description Description Description

Rootkit that targets UEFI Targets the (virtual) hardware Boot kit (UEFI) that
Simple Firmware Interface (SFl) initialization components bypasses Secure Boot

Result Result Result
Controls system remotely Data exfiltration Controls system remotely
Installs more malware




Introducing Trusted Launch for VMs (pre¢

-
V-

v

\/9 Protect network access with inbound D

and outbound allow and deny rules =5

[ —
@ @5

- Complete 5-tuple control: source and
_@- destination IP, port, and protocol

. .> Assign NSGs to individual VM
interfaces or whole logical networks

> Enforced within the virtual
GO switch at the virtual port level



Watch the
demo

<

Extend cloud security to
your distributed locations

(2 mins 51 secs)


https://youtu.be/KMuAzS2tGXQ

¢

W m O

Introducing rack aware clusters (preview)

Increased high availability (HA)
between 2 rooms in the same location

Synchronized S2D storage replication
between local availability zones

Provision workloads to a specific
local availability zone

Automatic workload and
volume failover and failback

NE

9 Routers

Room A Room B
TOR switches TOR switches
Node 1 Node 2 Node 3 Node 4
Rack 1 Rack 2
Availability Zone 1 Availability Zone 2

Azure Local rack aware cluster



=,
N

I
{ 1

Azure Local (partial) product roadmap * ™™ ©*

Fall 2024 Spring 2025 Fall 2025 Spring 2026
-l Operate and scale Azure Arc gateway for simpler connectivity O @
r with the power of Zero-touch OS provisioning from cloud O @
the cloud Day N cluster/storage/network management O (V)
Ready for all your Migrate from VMware O L)
apps: VMs and Hydrate pre-existing VMs into Azure Arc O @
containers alike VMs features: day N operations, OS disk, gallery, connect O @ ()
I , O @
R 7 Flexibility to meet Low-spec, low-cost hardware options
. your requirements Local identities (no on-prem Active Directory) U @
and budget Rack-aware clustering to replicate between rooms O @

o~

o~
-

Extend cloud Remediate Defender recommendations \,' L))
( security to your Software-defined networking 9 © )
@

<

distributed locations

o~
-

Trusted launch (including attestation)

<

* IMPORTANT: Forward-looking roadmap is subject to change. It should not be interpreted as a commitment on the part of Microsoft, and Microsoft cannot guarantee its accuracy.



Available Now

Azure Virtual Desktop
for Azure Local



Azure Virtual Desktop is a cloud Virtual Desktop Infrastructure (VDI)

solution designed to meet the challenges of distributed workforces

E Nnd b I € a secu I’e, n Access Windows 11 and Windows 10 from anywhere
remote desktop
experience Maintain full control over configuration and management

from anywhere

a Get the security and reliability of Azure

$ > Optimize cost with multi-session and pay for only what you use



Azure Virtual Desktop for Azure Local now generally available

' Designed for customers who need secure on-premises
virtualized apps and desktops

' Combines the benefits of Azure Virtual Desktop
and Azure Local

' Customers can deploy in their datacenters to extend
their on-premises infrastructure to Azure

All while enjoying many of the key benefits of
‘ Azure Virtual Desktop on Azure, such as Azure portal,
Windows 11 and Windows 10 multi-session



Azure Local provides a cloud native hybrid solution based on a modern
subscription and an efficient hyper-converged infrastructure

Modern infrastructure to deploy cloud native solutions anywhere

Cloud native
anywhere

Secured to run all
workloads from cloud
to edge

Familiar management
and operations

Flexible
options at the right price
and performance point




Azure Virtual Desktop for Azure Local extends the benefits of

cloud VDI to on-premises

Secure anywhere

Run virtualized desktops and apps securely with
Entra ID, conditional access, and MFA

Simplify VDI deployment

No need to manage brokers, gateways, or
underlying servers and storage

Full control
Satisfy data locality requirements

On-premises storage and data residency

Windows 10 and 11 multi-session

* Windows 10 & 11 multi-session or single-session
support

* Achieve high utilization & lower operation costs

Scale cloud and on-premises

* Manage and scale deployments across both
Azure and Azure Local through a single
management experience

» Use the familiar Azure portal and admin
experience

Prime performance

Enjoy optimized Microsoft 365/Teams/Windows
App experiences

Run graphic-intensive workloads
with GPU support

Built for sensitive low-latency workloads

Optimize for cost
Use existing eligible Windows licenses

No need to manage overhead licenses for
Remote Desktop Services (RDS)

Save with Windows 10 & 11 multi-session
support



Azure Virtual Desktop for Azure Local use cases

Security and compliance Data sovereignty

Secure, high performance cloud Cloud functionality that can meet the
platform for financial institutions data sovereignty and data gravity

that meets compliance requirements requirements for public sector entities
Low latency workloads Virtual Desktop Infrastructure (VDI)
High performance and low latency modernization

cloud capabilities that can meet the Migrate existing VDI workloads to Azure
compute requirements for the most using Azure Local

demanding workloads



Customer momentum



CUSTOMER:
Coles Group

INDUSTRY:
Retailers

SIZE:
10,000+ employees

COUNTRY:
Australia

PRODUCTS AND SERVICES:

Azure

Azure Machine Learning
Azure Stack HCI

Azure Kubernetes Service
enabled by Azure Arc

Read full story here

o™ Microsoft

“We've met our target of a six-times increase in the pace that we can deploy
applications to stores, so that speed, and the reliability at that scale, have

been amazing.”

—Silvio Giorgio, General Manager of Data and Intelligence, Coles Group

SITUATION:

Coles Group helps feed millions of

Australians. The company has an

appetite for innovation and has long
invested in Al and computer vision. It
wanted to scale edge Al capabilities and
use technology to improve efficiency and
offer leading customer experiences.

SOLUTION:

The retail giant is using Microsoft
Azure Stack HCl as the foundation
for its intelligent edge backbone,
which helps it better manage
applications and Al and computer
vision use cases across its vast
retail footprint.

IMPACT:

Since expanding its Azure Stack HCI footprint
from 2 to more than 500 stores, Coles can roll
out new applications to its stores six times
faster using the intelligent edge backbone
without disrupting workloads. This gives teams
the capacity to drive value and experiential
improvements in stores.


https://customers.microsoft.com/en-us/story/1769790334604179311-coles-group-azure-machine-learning-retailers-en-australia

CUSTOMER:
Emirates Global Aluminium

INDUSTRY:
Manufacturing

SIZE:
10,000+ employees

COUNTRY:
United Arab Emirates

PRODUCTS AND SERVICES:

Azure Arc

Azure Stack HCI

Azure Kubernetes Service
enabled by Azure Arc

Read full story here

o™ Microsoft

“Emirates Global Aluminium cuts cost of manufacturing Al by 86 percent with
the introduction of Azure Stack HCI.”

SITUATION:

Many manufacturing technology

applications, including Al, must have
proximity to company equipment for

cybersecurity, latency, response

time, and other factors. Having only

a public cloud strategy is not

enough to enable edge scenarios

with low latency needs.

SOLUTION:

Bringing together public and hybrid clouds,
EGA built a new digital manufacturing
platform with a hybrid cloud architecture. It
runs Azure Kubernetes Service (AKS) on top
of Azure Stack HCI to take advantage of
containerization on-premises and

uses Azure Arc for a consistent
management layer across its public and
hybrid cloud environments.

IMPACT:

If you compare costs for our current use
cases on the public cloud before and on
our new Azure hybrid cloud digital
manufacturing platform, we're looking at
an 86 percent cost reduction. We also
went from weeks and months between
releases to multiple a day, which allows us
to respond much faster and better to
changing business requirements


https://customers.microsoft.com/en-us/story/1777264680029793974-ega-azure-arc-discrete-manufacturing-en-united-arab-emirates
https://azure.microsoft.com/products/kubernetes-service
https://azure.microsoft.com/products/azure-stack/hci
https://azure.microsoft.com/products/azure-arc




Multiple form factors from various partners
for any environment

Edge computing Remote Office Infrastructure
scenarios Branch Office modernization
Super small footprint for Tower form factor-for no Industry rack mounted
edge scenarios-can rack environments servers in various
be ruggedized-industrial height-for datacenter

PCs class modernization



Visit the Azure Local Catalog to discover the current
hardware solutions available to fit your edge needs

Azure Local solution categories

Premier Solutions
Turnkey Azure Local solution

Deepest integration and highest level of automation, built through deep engineering
collaboration between Microsoft and solution partners

Continuous testing by Microsoft and our partners, to ensure higher reliability and
minimal downtime

End-to-end deployment workflows that make it easy to deploy one cluster or a
thousand clusters

Integrated Systems

Single purpose system with pre-installed software

Optimized hardware selection with regular testing for ongoing reliability
Delivered with software pre-installed and security set by default
Validated full-stack updates and native hardware management tools

Validated Nodes

Broadest choice of hardware components

Choose from a diverse selection of validated hardware from more than 30 partners,
or re-use existing validated hardware
Engage with preferred S| for deployment and integration, as needed

On new hardware or check with your OEM or solution provider to ensure
you are running a validated solution. In certain cases, you may be able to reuse

existing hardware


https://azurestackhcisolutions.azure.microsoft.com/

Hardware deployment comparison

FEATURE Validated nodes Integrated systems Premier solutions

Validated solution with certified hardware configuration v v v

Solution committed to 5 years of hardware support v v v

Solution testing requirement Once 2-4 times/year Continuously

Ease of deployment and updates Manual Double-click Single-click, seamless

HCI software pre-installed or on-site deployment services v v

Solution available as multi-node v v

Support from Microsoft and hardware solution partner v v

Security settings and features enabled by default v v

Validated by Microsoft in our own labs v

One stop for Level 1 and Level 2 support for HCI software v

Call home support service option available v

Global availability (solution and services in 100+ countries) v

White glove deployment services available v

As-a-service purchasing option available v

Optimal customer use case Customers who run multiple Customers seeking some Customers requiring turnkey,
operating systems or want to level integration and enterprise-wide deployments
manage their own firmware, validation from Azure Stack across their global portfolio

driver, and OS updates HCI for multi-node clusters with simplified management



Licensing



What does Azure Local charge for?

Cores

» Cores from running
$1 O USD/mOI‘lth 6 (/ virtual machines

per physical processor core*

40

. -
*Does not include .
Guest OS |icensing Physical cores
*Include the use of AKS at no 0
extra cost Days
0 5 10 15 20 25 30 35 40 45
Predictable Simple Efficient
Doesn’t vary with consumption, No math with memory, storage, Virtualize efficiently, with higher

more VMs doesn’t cost more or network ingress/egress v-to-p density



Azure Local delivers simplicity and flexibility for licensing

How it works: License guests and apps separately

Host:
Subscription

Guest:
Perpetual or
subscription

What you want to run:

Linux applications
Open-source software

What you buy:
OEM HW

+

Azure Local

Nothing else from Microsoft
See provider if fees apply

What you want to run:

A few Windows Server
roles or applications
persistent licensing

What you buy:
Validated OEM HW
+

Azure Local

+

Windows Server 2022
Standard(s)

What you want to run:

Unlimited Windows Server
roles or applications
persistent licensing

What you buy:
Validated OEM HW
+

Azure Local
+

Windows Server 2022
Datacenter

Note: Valid for all Windows Server versions

What you want to run:

Unlimited Windows Server
roles or applications guest
subscription licensing

What you buy:
Validated OEM HW
+

Azure Local

+

Latest Windows Server
subscription guest licensing



Expanding Azure Hybrid benefits to the Edge

Each 16-core license covers:

AHB for
Azure Stack HCI
OR Exch f
. X n r
Windows Server ++ change 1o
Azure Local cores
Windows +
Server 2016 AHB for Azure
©
-+ g Reduced WS VM pricing (base
] compute only) for either:
Softwa re + 2 instances of <8 cores
+ Tinstance of <16 cores
assurance +
What are the benefits What licenses are eligible? Are existing
AHB for AKS for Azure Local? Windows Server Datacenter  deployments eligible?
. 1 core license entitles 2016 or later with active Yes!
16 vCPU of AKS on either: you to use one Software Assurance
- Azure Local physical core of HCI (Note for AKS-HCI/WS:

. Windows Server at no additional cost either Standard/DC)



Keep workloads protected after support ends

Extended Security Updates free in Azure or Azure Local for Windows Server and SQL Server

July 9, 2022
SQL Server 2008, 2008 R2
Extended Security Updates end

Get one more year of ESUs free
in Azure or Azure Stack HCI

July 12, 2022
SQL Server 2012 End of Support

Buy Extended Security Updates
to get 3 more years on-premises
(free in Azure or Azure Local)

January 10, 2023

Windows Server 2008 and 2008 R2
Extended Security Updates end

Get one more year of ESUs free
in Azure or Azure Local

October 10, 2023

Windows Server 2012 and
2012 R2 End of Support

Buy Extended Security Updates
to get 3 more years on-premises
(free in Azure or Azure Local)



Assess your options for 2012 workloads

OR

OR
© Move to Azure Local © Upgrade on-premises

© Move to Azure

Move apps and workloads to
Windows Server and SQL Server on
Azure Virtual Machines
Run securely with free Extended Security
Updates for three more years after the
deadline for Windows Server 2012 and
2012 R2 and SQL Server 2012

+ Save with Azure Hybrid Benefit

Modernize when ready
Modernize to PaaS with Azure services
such as App Service, and Azure SQL
Managed Instance. Never have to patch
or upgrade again

Move apps and workloads to

Windows Server and SQL Server on

Hyper-V VMs on Azure Stack HCI
Run securely with free Extended Security
Updates for three more years after the
deadline for Windows Server 2012 and
2012 R2 and SQL Server 2012

Modernize when ready
Modernize to PaaS with Azure services
such as App Service, and Azure SQL
Managed Instance. Never have to patch
or upgrade again

Upgrade to latest version
- Windows Server 2022
- SQL Server 2019

Can’t meet the deadline? Protect
server workloads
Buy Extended Security Updates to get 3
more years of security updates for
Windows Server 2012 and 2012 R2 and
SQL Server 2012



Overview of Extended Security Updates (ESU)
supported solutions

Windows Server 2012 and 2012 R2 and SQL Server 2012

Azure VMs Azure VMware
and Azure solution, Azure
On-premises SPLA Dedicated Host Azure Local Nutanix solution
SQL Server Option to Not available Free ESUs Free ESUs Free ESUs
purchase ESU
Windows Server Option to Not available Free ESUs Free ESUs Free ESUs

purchase ESU

Learn more about Extended Security Updates
https://aka.ms/esupage



https://aka.ms/esupage

Note: all Azure Stack HCI
resources are still relevant

to Azure Local for the 1U/2U
server form factor

Resources

READ

Azure Stack HCI Product Page
azure.com/hci

Azure Stack HCI Security Book
aka.ms/ashcisecuritybook

Azure Arc-enabled Infrastructure on Intel
Whitepaper
aka.ms/arcinfraonintelwhitepaper

Azure hybrid solutions sustainability
Whitepaper
aka.ms/hybridsustainabilitywp

Azure hybrid solutions sustainability
infographic
aka.ms/hybridsustainabilityinfographic

Secure your hybrid cloud with Intel Whitepaper
aka.ms/securehybridcloudwhitepaper

Secure your hybrid cloud with Intel infographic
aka.ms/securehybridcloudinfographic

WATCH

Extend your cloud with Azure Stack HCI

Azure hybrid solutions sustainability
aka.ms/hybridsustainabilityvideo

Secure your Microsoft Azure Arc-enabled
infrastructure

Security: Securing Azure Stack HCI with Azure
Defender & Secured-core

Demo: Retail Edge Transformation with
Azure Hybrid

Azure Virtual Desktop for Azure Stack HCI
Azure hybrid updates: YouTube

Product tour of Azure Stack HCI using WAC
aka.ms/deployhciwithwac

Disaster Recovery with Stretch Clustering
aka.ms/stretchclustervideo

Technical roadmap feature videos

Kernel Soft Reboot | Every Node Arc-Enabled
Intent Driven Networking | GPU Management
Multi-cluster Monitoring | Automatic Virtual
Machine Activation

DO

¢ Visit Tech Docs to see how it all works
aka.ms/hci-docs

» Visit the Azure Stack HCI Catalog
aka.ms/azurestackhcicatalog

¢+ Get training:

e Azure Stack HC| foundations — Learn
| Microsoft Docs

¢ Operate and maintain Azure Stack HCI
— Learn | Microsoft Docs

e Azure Arc-enabled Infrastructure Technical
Event Series — Events | Microsoft Learn



https://azure.com/hci
https://aka.ms/ashcisecuritybook
https://aka.ms/Arcinfraonintelwhitepaper
https://aka.ms/hybridsustainabilitywp
https://aka.ms/hybridsustainabilityinfographic
https://aka.ms/securehybridcloudwhitepaper
https://aka.ms/securehybridcloudinfographic
https://www.youtube.com/watch?v=29IrrWQW4mc&t=6s
https://aka.ms/hybridsustainabilityvideo
https://www.youtube.com/watch?v=zIxZKM_Quck
https://www.youtube.com/watch?v=zIxZKM_Quck
https://channel9.msdn.com/Shows/Inside-Azure-for-IT/Securing-Azure-Stack-HCI-with-Azure-Defender-and-Secured-core
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