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Adaptive cloud

Fragmented IT solutions result in:

Difficult to manage
disparate locations,
systems, and tools

Hard to innovate Data stuck
and adapt in silos

Why is this a problem?

Fragmented IT solutions slow operations, stifle innovation, and isolate data,
making it harder for teams to collaborate, react to change,
implement Al and deliver value at scale.




Adaptive cloud

Global scale

Local diversity

Consolidate with cloud-native solutions

Cloud operations

On-premises server

Edge compute

Machines

Compute power

@

Adaptive cloud
approach

Management, apps,
data and Al

000000

Lower TCO

Better margins
Higher quality
Faster deployment
Enhanced efficiency

Cloud innovation




Adaptive cloud

Not all workloads are cloud-ready

O o o

Local Al Mission critical Near real-time Custom sovereignty and
inferencing business continuity systems regulatory requirements
* Pipeline leak detection * Production line operations * Quality assurance * Highly regulated industries

* Personnel safety checks « Point of sale systems + Manufacturing execution system + Defense and intelligence



Adaptive cloud

Azure's adaptive cloud approach

NV

Enabled by Azure Arc

S

Operate with Al-enhanced central management & security

Cloud services
and tools

Develop and scale applications across boundaries

Unify data and Al across a distributed estate

Innovate on limitless and trusted infrastructure with Azure Local

Global

infrastructure
Public cloud — Hybrid cloud — Sovereign cloud — Multi-cloud — Edge — loT
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Azure Local overview

= Azure Local

Cloud-connected infrastructure solution for distributed locations

€ Any app >
Defender Azure mm Windows Linux Virtual apps Azure data Azure loT .
for Cloud Monitor EMN applications applications & desktops services operations Azure Al/ML More in future
Enabled by Azure Arc
4 ) (- )
Managed Kubernetes/AKS General-Purpose VMs/laa$S Provision
— Deploy
1 Core Infrastructure Services: Compute | Storage | Networking | Availability
[ Lifecycle
S’ A Azure-based management
Host OS: Windows Server | Azure Linux* Infrastructure
Azure Local Management Security
Disconnected* operations (add-on option) Updates
\ J \_ J

* in preview



Azure Local overview

Connected or disconnected flexibility

Operate seamlessly when connected to Azure or fully autonomous in air-gapped

Preview

Azure Local Azure Local
(connected) (disconnected)
Control plane /

& (Cloud region & (Cloud region
& Distributed location & Distributed location

Control plane
(appliance VM)

® Workloads Workloads

® Infrastructure Infrastructure



Azure Local overview

How Azure Local works (connected)

Management and securit | Operate with unified management
9 y and security for all your resources

H
I

c

R
o
2

o

Enabled by Azure Arc

Deploy apps onto cloud-consistent
virtual machines and Kubernetes

Apps, data, and Al o

7N
[ ] Z)

Compute Kubernetes Networking Storage Provision the Azure Local software

to form local cloud infrastructure

Azure Local

Get hardware from your preferred
vendor, connect power and network

Hardware °




Azure Local overview

Azure Local supported regions

Azure public and government regions support geographic locations
worldwide, for Azure Local solutions deployed around the world

. West Europe
. Central Canada

. East US
®

US Gov Virginia . Japan East
South Central US

. Central India

. Southeast Asia

’ Australia East



Azure Local overview

Azure Local’s various scale points

Al-ready infrastructure, anywhere

@ Connected to Azure region 5 Disconnected to Azure region

- Enabled by Azure Arc . Enabled by Azure Arc

Managed Kubernetes/AKS General-Purpose VMs/laaS
Managed Azure-based Provisioning, deployment,
operations Core Infrastructure Services: Compute | Storage | Networking | Availability &— infrastructure lifecycle management,
Day 0 to Day N management security, updates

Host OS: Windows Server | Azure Linux

4 N

A4

Composable scale point for sovereign Al from
single nodes up to multiple racks clusters

N

Additional scale points and disconnected for multi-rack scale offering will be coming in the future




Azure Local overview

Durable distributed infrastructure for industry

Manufacturing Retail Healthcare
* Real-time defect detection * Reimagined in person retail » Compliant and secure data
* Predictive maintenance + Streamline store operations + Connected care experiences
+ Secure, consistent operations + Maximize the value of data with local + Clinical and operational data per
Al inferencing regulatory requirements

From fragmentation to collaboration

Process data at the source Continuity and low latency Keep data and control local



Azure Local overview

A Leader in 2025 Gartner®
Magic Quadrant

Microsoft recognized once again as a Leader for its
Ability to execute and Completeness of vision in 2025
Gartner® Magic Quadrant™ for Distributed Hybrid
Infrastructure.

Gartner

2025 Gartner® Magic Quadrant™ for
Distributed Hybrid Infrastructure (DHI)

Figure 1: Magic Quadrant for Distributed Hybrid Infrastructure

Gartner, Magic Quadrant for Distributed Hybrid Infrastructure, Julia Palmer, Jeffrey Hewitt, Dennis Smith,
Tony Harvey, Elaine Zhang, 8 September 2025.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its dffiliates in the U.S. and
internationally, Magic Quadrant is a registered trademark of Gartner, Inc. and/or its affiliates and is used
herein with permission. All rights reserved. This graphic was published by Gartner, Inc. as part of a larger
research document and should be evaluated in the context of the entire document. The Gartner document is
available upon request from Microsoft.

Gartner does not endorse any vendor, product or service depicted in its research publications and does not
advise technology users to select only those vendors with the highest ratings or other designation. Gartner
research publications consist of the opinions of Gartner's Research & Advisory organization and should not be
construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this
research, including any warranties of merchantability or fitness for a particular purpose.
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Use cases

Regulated industries need hybrid solutions

Data residency laws

Mandates to keep sensitive data
within borders

o

Industry-specific rules

Sectors need strict compliance and
auditability

Geopolitical instability

Shifting global policies drive need
for local control

Strategic autonomy

Reduce reliance on non-EU cloud
providers

Privacy & control demands

Customers want transparency and
ownership

o

Cybersecurity threats

Attacks rising; need for secure local
environments



Use cases

Retail example scenario

S A ¢

- B i <& =

Automated Inventory In-store Reduce Centralized
checkout check devices theft management

A4

Use GPU-enabled Use camera footage to Modernize operations Use Al-powered Create apps and
hardware to enable confirm the availability and simplify work applications to identify services once to
better customer of products for associates in store potential theft deploy to 1000s of
experiences stores in all locations




Use cases

Azure Local example architecture

Infrastructure as Code
ARM, Bicep, Terraform Templates

Azure

Updates Monitor Defender Policy GitOps

Azure Arc
Centralized management

AN
4 N
Location 1 Location 2
Azure GPU enabled == Location1 Azure GPU enabled === Location 2
Local VM AKS Apps &= Azure Local instance Local VM AKS Apps &, Azure Local instance
Node 1 Node 2 Node 1 Node 2

Machine with GPU Machine with GPU Machine with GPU Machine with GPU



Use cases

gglsetso(g?(()a:p “We've met our target of a six-times increase in the pace that we can deploy
Industry appllcat|0n§ to stores, so that speed, and the reliability at that scale, have
Retailers been amazmg.”

Size —Silvio Giorgio, General Manager of Data and Intelligence, Coles Group

10,000+ employees

Countr .
Austra“;’ Situation Solution Impact

« Coles Group, which helps feed + Coles Group is using Microsoft « Since expanding its Azure Local

Products and services

Azure

Azure Machine Learning
Azure Local

Azure Kubernetes Service
enabled by Azure Arc

Read full story here

millions of Australians, has a
strong track record of investing in
innovation, particularly in Al and
computer vision.

To enhance efficiency and deliver
leading customer experiences, the
company aimed to scale its edge
Al capabilities.

Azure Local as the foundation for
its intelligent edge backbone,
enabling more efficient
management of applications, Al,
and computer vision use cases
across its large retail network.

footprint from 2 to over 500
stores, Coles can now deploy new
applications 6x faster, without
disrupting store operations, by
leveraging its intelligent edge
backbone.

This increased speed gives teams
more capacity to focus on driving
value and enhancing in-store
experiences.


https://customers.microsoft.com/en-us/story/1769790334604179311-coles-group-azure-machine-learning-retailers-en-australia

Use cases

Manufacturing example scenario

-

2 v x 71\ Nz

Remote ops Safety loT operations Alerts Efficient tech

Access the factory Confirm all technicians Detect any Alert for any issues Meet regulatory
from anywhere using and service people anomalies and such as leaks, requirements and
sensors and cameras have proper safety understand data hazards, and more low latency needs
as eyes and ears for equipment from all sensors

remote operators



Use cases

Azure Local example architecture

Azure

Azure Arc
Centralized management

J\

4 N\
Location 1 Location 2
AKS Arc Video Indexer AKS Arc Video Indexer
( Apps Arc extension Apps Arc extension )
—| Location 1 —| Location 2
&> Azure Local instance &> Azure Local instance
Node 1 Node 2 Node 1 Node 2
Machine Machine Machine Machine
\ o= Camera1 == Camera 2 57— Camera1 = Camera 2
@ Asset Asset @ Asset Asset
Camera feed Al inferencing Sorting Sorting actuator  {—
Camera feeds send video of detected AKS apps detect objects, Identified items are sorted based on their
identified status and sorted accordingly

objects to AKS detect items in real-time grade, and identify defects



Use cases

Customer

Emirates Global Aluminium

Industry
Manufacturing

Size
10,000+ employees

Country
United Arab Emirates

Products and services
Azure Arc

Azure Local

Azure Kubernetes Service
enabled by Azure Arc

Read full story here

“Emirates Global Aluminium cuts cost of manufacturing Al by

86 percent with the introduction of Azure Local.”

Situation

« Many manufacturing technology
applications, especially those
involving Al, require proximity to
equipment to meet cybersecurity,
latency, and real-time response
demands.

+ A public cloud-only strategy fell
short of supporting edge use
cases that depended on low-
latency performance.

Solution

+ Bringing together public and
hybrid clouds, EGA built a new
digital manufacturing platform
with a hybrid cloud architecture.

It runs Azure Kubernetes Service
(AKS) on Azure Local to enable
containerization on-premises and
uses Azure Arc for a consistent
management layer across public
and hybrid cloud environments.

Impact

« By moving to the Azure hybrid cloud

digital manufacturing platform, we
reduced costs by 86% compared to
our previous public cloud setup for
current use cases.

We also shifted from releasing
updates every few weeks or months
to multiple times per day,
significantly improving our ability to
respond to changing business needs.


https://azure.microsoft.com/products/kubernetes-service
https://azure.microsoft.com/products/kubernetes-service
https://azure.microsoft.com/products/azure-stack/hci
https://azure.microsoft.com/en-us/products/local/
https://azure.microsoft.com/products/azure-arc
https://customers.microsoft.com/en-us/story/1777264680029793974-ega-azure-arc-discrete-manufacturing-en-united-arab-emirates

Use cases

Healthcare example scenario

S A ¢

o PN
v& | @) oo ﬁ WO

A4

Patient Linked Optimize Efficient Centralized
care systems logistics scheduling management
Efficiently login to Ensure all data logged Modernize operations Manage IT systems to Maintain all locations
provider systems to is easily accessible and simplify work for have crucial workloads from one centralized
better time and and compliant workers in hospital operational and plan group and deploy

attention to patients
with Azure Virtual
Desktop

updates outside of
main hours

apps easily to each




Use cases

Azure Local example architecture

Azure Azure Virtual Desktop
Monitor Defender Policy Web Access Broker
Azure Arc
4 N
Location 1 Location 2
Host Pool Azure Local VM Azure Local VM Host Pool Azure Local VM
== Location1 == Location 2
&=, Azure Local instance &= Azure Local instance
Node 1 Node 2 Node 1
Machine with GPU Machine with GPU Machine with GPU
Clinical Imaging Admin Clinical Imaging
Devices Workstations PC Devices Workstations

Gateway

Azure Local VM

Node 2
Machine with GPU

Admin
PC



Use cases

Customer
Baptist Health

L";‘l‘tffcr;’re “Running Azure Local on-premises lets us use capital expenditure for those server assets. That's
our biggest cost-savings gain. We can run Azure Virtual Desktop on-premises, extending our
Size

host pools into the cloud and reducing login times for clinicians.”
— Ryan Hooley, Senior Director of Enterprise Architecture at Baptist Health

700K+ patients

Country

United States

Products and services Situation Solution Impact

Azure Local

Azure Virtual Desktop « At Baptist Health, app login times + Baptist Health implemented Azure + By reducing login times to as little as

Azure Monitor could take up to 3 minutes per Virtual Desktop on Azure Local, 5 seconds, Baptist Health is saving an

Azure Arc session. integrated with Epic. estimated USD $1M annually.

Microsoft Defender

Microsoft Entra ID « For some apps, clinicians had to « They also began migrating to « The IT team also automated software
manually load their roaming Windows 11 and deployed Azure installations and configurations,

Read full story here profiles on each device Local to centralize IT management freeing up time for higher-value work.
throughout their shift. and gain greater visibility across

« Software and service issues can now

+ Software installations and be resolved remotely, improving
configurations were manual and efficiency and responsiveness.
time-consuming.

its environment.


https://www.microsoft.com/en/customers/story/19813-baptist-health-windows-11

Use cases

Virtualization customer migrations

Legacy infrastructure
customers today

© Existing on-premises
environments

© Legacy skillsets
© Legacy subscriptions

© Overprovisioned hardware
and datacenters

O

Licensing
concerns

G

Security
threats

legacy infrastructure

Application
modernization

&3

Software or
hardware refresh

Datacenters expiry
and software
end of life

&)

Budget and
resource
constraints

Why customers move workloads off

Urgent capacity
needs

RA
K

Extend and
scale apps



Use cases

Customer
Publix Employees
Federal Credit Union

Industry
Finance

Size
117,100+ members

Country
United States

Products and services
Azure Local

Azure Migrate

Azure Site Recovery
Azure Arc

Azure Update Manager
Microsoft Entra ID

Read full story here

“Using Azure Migrate, we were able to move entire subnets in batches without
anyone noticing. It was a seamless experience for our internal teams and our

members.”

— Ali Molavi, Infrastructure Solutions Architect, PEFCU

Situation

« Confronted with increasingly
severe hurricanes, aging
infrastructure, and rising costs,
Publix Employees Federal Credit
Union (PEFCU) set out to
modernize its disaster recovery
strategy, streamline operations,
and future-proof its IT
environment.

Solution

PEFCU consolidated its
infrastructure into a Tier IV data
center and adopted Azure Local,
Azure Arc, Azure Site Recovery,
and Azure Migrate to streamline
IT management, strengthen
disaster recovery, eliminate
branch-level servers, and lay the
groundwork for a hybrid cloud
environment.

Impact

PEFCU reduced costs, streamlined
operations, and enhanced disaster
recovery.

During migration, they kept
downtime under 10 minutes per
VM, saved $35,000 annually in
licensing costs, and freed up
engineering capacity to focus on
innovation and future cloud
expansion.


https://www.microsoft.com/en/customers/story/24708-publix-employees-federal-credit-union-azure-migrate

Architecture



Architecture

Azure Local: Solution reference architecture

]
)
v
Azure Local
instance

Validated
Hardware

Scale: 1to 16
machines

Microsoft
Entra ID

AZURE LOCAL MACHINE 1

Control plane

Azure portal, ARM and Bicep templates, Azure CLI and tools

Azure Site Recovery Azure Backup Azure File Sync

Azure Policy Azure Monitor Azure Key Vault

Traditional, non-containerized applications

®

Azure Local VMs Azure Virtual Desktop (session hosts)

[ || Azure Arc
mm Hyper-V Resource Bridge

Azure Local version releases

East / West traffic

afafala < > ==

ToR Switch 1 Switch / Router / Firewall

AZURE LOCAL MACHINE 2 AZURE LOCAL MACHINE 3

@ Kubernetes-based applications

P East / West traffic

Additional
Azure services
integration via

Azure Arc

Azure Update Manager
Outbound access
to required URL endpoints

Microsoft Defender for Cloud

Arc-enabled services

Azure Kubernetes Service (AKS) enabled by Arc
Corp

firewall
g Storage Spaces Direct (52D)

., afafalal

<

AZURE LOCAL MACHINE 4

ToR Switch 2

AZURE LOCAL MACHINE 5 AZURE LOCAL MACHINE 6



Architecture

Bring Azure’s app, data, and Al services anywhere

MANAGEMENT & SECURITY WORKLOADS & APPLICATIONS DATA & Al
™ portal CLI Monitor Update Marketplace n Virtual Kubernetes @ Virtual sQL PostgreSQL @ Databricks Cosmos
e anager P Machines Desktop 9 DB
Al Agent Al Bot
Policy Entra ID Copilot  [E= Firewall App . Al Foundry Services OpenAl Service
& SiNices Functions APl Mgmt
. Al Content Al Custom Al Document
AZl:Ire %/Iogsr%t 62{'”,[ Defender Sentinel Safety Vision Intelligence . Al Face
SerV|CIeS: 0 RedShift Container Container
Load Virtual Fire OpenShift Apps Registry Al Immersive Al Machine
tools Balancer Gateway <> Network Services Reader Language A Learning @ Al search
Queue Storage [ Blob Storage T3] Table Storage ) DevOps M365 Synapse Al Speech Al Translator ::- Al Video Indexer
(Thousands of services and tools available in Azure regions and more still coming)
Subset of Azure services extended to the edge enabled by Azure Arc
v v
A : Portal CLI Monitor Defender Copilot \I\//i;tcuf?iLes Kubernetes Q \Iéiergli?ép sQL Edge RAG L LMEZ(;E{RS [gch:ldry
zure
D Polic Entra ID Sentinel Logical Migrate e M365 Local | Al Language Al Content Al Doguizn FoY Al Local
0 Local Y Network 9 Operations = guag Safety Intelligence Search
£ (connected) Site . .
Update Container Al Agent . AlVideo
&) Key Vault Recovery Backup anager Apps Skype B Speech Al Translator Serv?ces* b* indexer
! i :
8 g Limited set of Azure services extended to disconnected edge v
Virtual Container Open-Source Al Agent Content Al Local
I) Azure R Machines Kubernetes Registry Al Model catalog Serwgces2 Safety o Search?
Local 7 Portal CLI Policy [ 4 Me;?;ég? Key Vault
. . Document Al Al Al r. Video
(disconnected)’ Update 9 Site Logical I Lol Sy Intelligence =" Language Q Speech Translator ¥ Indexer?
anager? Becovery Network

TPreview
2Planned for CY26

Azure Local delivers consistent Azure laaS foundation to run CNCF-compliant 3P OSS anywhere



Workloads



Workloads

Azure Local Virtual Machines (VMs), enabled by Azure Arc

Full-featured, general-purpose virtual machines

-
ﬁ Run traditional apps in VMs with your own
images or Azure Marketplace images 4
(_'t‘_) Flexibility to customize VM specs, networking
¥ and storage configuration
. Use familiar Azure portal, Azure CLI and
" automation templates for cloud-consistent
VM operations
@s| VM extensions for monitoring, security,
22} updates, AD join, custom script, and more
®e Assign specific role-based access controls \_
W& for VM admins




Workloads

Azure Kubernetes Service, enabled by Azure Arc (AKS Arc)

Deploy cloud-native apps locally

-
@ Deploy container and cloud-native apps
7 leveraging open-source technology ("
o Managed Kubernetes with AKS-consistent
portal and APIs to simplify operations
s Microsoft-provided storage (CSI) driver and
o images for Linux and Windows
.J-) Infra-as-code and continuous delivery with
®  Terraform and GitOps support
-
No extra cost for use of Azure Kubernetes Service




Workloads

Azure Virtual Desktop (AVD) for Azure Local

Improve fault tolerance and workload resilience

ﬁ Access Windows 11 and Windows 10
with low latency

Setup and health status

©
3 o )
G DAZIL(.Ire Virtual A;ure I
. . . . esktop service rc
»  Maintain full control over configuration, ; vy
@: management, and data sovereignty
( s N ) )
rokering, session ure Arc
. o T e || B
Get the security and reliability of Azure 5 ' | w05 | 4/ A
v \l/ Server <[ > Client
o through Entra ID, MFA, and £ (<) . .
o 2 . hgﬁlon devices
conditional access : s s W e
o Zure Loca OS' OS' OS' OS' accesi):'Nitg
O . . . h | ._ . \élusterL | ) RDP(SUhDP;p th
${ ptimize cost with multi-session Company networ/ VPN I

and pay for only what you use



Workloads

Microsoft 365 Local

Supports Exchange Server, SharePoint Server, and Skype for Business Server on Azure Local

GA
Familiar productivity, sovereign-ready, &

." locally deployed for data residency and Azure Local
sovereignty needs (connected)

Control plane

& (Cloud region

#& Distributed location

Deploy and run workloads and
"Q services in a private cloud through
Azure-consistent experiences

* Simplify operations and manageability by * ordioads
% running Microsoft 365 on Azure Local

® Infrastructure

1. E.g., AKS, VMs, networking, and Al

( Preview )

Azure Local
(disconnected)

# Distributed location

Control plane

(appliance VM)

Azure Arc
+ enabled
workloads’

Infrastructure
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Networking

SDN enabled by Arc

Supported resources

XD

Network Controller
running as a Failover
Cluster Service

Network Controller runs as
a Failover Cluster set of
services and enabled by
Azure Local Orchestrator.

No need to deploy
additional VMs to run
Network Controller,

optimizing the infrastructure
resources to bring more
capacity for workloads.

Arc managed
Logical Networks

Once SDN enabled by Arc
is deployed, existing or
new Logical Networks will
be managed by Network
Controller.

User experience remains
the same. Control plane to
manage Logical Networks
with Arc is what changes.

L

Arc managed
Network Security
Groups

Once SDN enabled by Arc is
deployed, users can start
creating and applying Arc
managed Network Security
Groups (NSGs) to LNETs and
VM network interfaces.

Security Rules can be added,
edited or removed.

Arc managed
VM Network
Interfaces

Once SDN enabled by Arc
is deployed, users can
start creating and deleting
Arc managed VM Network
Interfaces



Networking

Network security groups

Protect and isolate your network traffic

g Protect network access with inbound
and outbound allow and deny rules

s Complete 5-tuple control: source and
O destination IP, port, and protocol

Assign NSGs to individual VM
interfaces or whole logical networks

rr Enforced within the virtual switch
‘ at the virtual port level

AAn
==r¢ |nternet

& stow
outbound
Internet access

VM “Web" a

192.168.1.3

Logical Network "A”
192.168.1.0/24,
VLAN 206

Deny
outbound
Internet access

VM “sQL”
192.168.2.3

Logical Network “B”
192.168.2.0/24,
VLAN 310



Networking

Azure Arc gateway

Simplifying and securing outbound connectivity

Azure services endpoints

« Arc gateway resource that serves as Craonty (e ) vaiee ) (o

Arc gateway

a common front-end for Azure traffic ~

-

DraStica”y reduce the number of @ Enterprise firewall/proxy
f' endpoints required to deploy and
operate Azure Local

Azure Local

1
Instance : l
Arc proxy Arc proxy

Arc agent Arc agent

@ Reduce operational overhead on
¥ network and security teams Nodef Node2
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High availability

Backup and disaster recovery

Using the cloud for resiliency

Preview Preview

Microsoft Azure
Backup Service

* Protect your virtual
machines locally, in
Azure, or a mix of both
for backup destination

» Take application-
consistent backups of
SQL or Volume
Shadow Copy (VSS)
compatible
applications

Azure
Site Recovery

» Consistently replicate
and run mission
critical VMs in Azure

» Set up ASR across all
nodes simultaneously
through Azure portal
wizard

Failover to run the VM
on Azure and failback
when disaster has
been resolved

Hyper-V
Replica

* Local replication and
failover between two
Azure Local instances

 Configure Hyper-V
Replica manually
(out-of-band)

Replicate, failover to run
the VM on other Azure
Local instance and
failback when disaster
has been resolved

Rack aware
clusters

» Supports clusters that
extend across two
different racks or
rooms within the same
Layer-2 network

* Well suited for
environments like
manufacturing
facilities or campus
settings

Partner options

Consider
comprehensive
solutions from our
partners including:

v Commvault
v" Rubrik
v Veeam



https://documentation.commvault.com/2024e/essential/azure_local.html
https://documentation.commvault.com/2024e/essential/azure_local.html
https://www.rubrik.com/content/dam/rubrik/en/resources/data-sheet/ds-rubrik-for-microsoft-hyper-v-and-azure-stack-hci.pdf
https://www.rubrik.com/content/dam/rubrik/en/resources/data-sheet/ds-rubrik-for-microsoft-hyper-v-and-azure-stack-hci.pdf
https://www.veeam.com/kb4047
https://www.veeam.com/kb4047

High availability

Azure Site Recovery on Azure Local

Minimize workload downtime and business disruptions

&

&

Replicate VM workloads to protect
from outages and interruptions

Failover workloads from Azure Local
to Azure cloud

Failback workloads to Azure Local
once outage is over

Azure
Azure Site Recovery A Replicated VM
A
1
1
1
Azure Arc !
1
1
i .
1
n Apps VM n Replicated VM
S S
— Location 1
&= Azure Local instance
I Node 1 ‘ Node 2

& Machine > Machine



High availability

Storage resiliency with Storage Spaces Direct
Highly available storage through mirroring and parity

2 High performance storage volumes,

capable of millions of IOPS n n n n n

Azure Local
Virtual Machines

Storage Spaces Direct

Low cost using commodity drives
@ certified for Azure Local

Smart resiliency levels selection by
Azure Local based on node count
(Two-Way, Three-Way mirror)




High availability

Rack aware clusters

Improve fault tolerance and workload resilience

5

e

High availability (HA) between two
rooms in the same location

Synchronized S2D storage replication
between local availability zones

Provision workloads to a specific local
availability zone

Automatic workload and volume failover

and failback

Preview

Q Routers
J L Room B
4 A

TOR switches - TOR switches

& & &
Node 2 Node 3 Node 4

Rack 1 Rack 2

Availability Zone 1 Availability Zone 2

== Azure Local rack aware cluster



High availability

VM live migration

Keep VM workloads running

« » Move running VMs between hosts in
an Azure Local instance

ﬁ Enables VM flexibility to keep uptime
during updates or server outage

# Supports all Azure Local VMs,
including those with GPU acceleration

== Azure Local instance
e’

I Node 1
—r’

Virtual

Machine
| ON

—

' Node 2
N—’
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Security

Strong default security for apps and infrastructure

Management and
security tools

Simplified operational

hardening

Sensitive workload
protection

Data-at-rest and
integrity protection

Secured-core
certification

Highly regulated
industries

Centralized security
management

Azure Policy, OS Config

VM isolation

Hardware enforced VM isolation

OS + firmware protection
TVM, Guest attestation

Encryption + data protection
SMB, BitLocker

Hardware root-of-trust
TPM 2.0, DRTM, Secure Boot

Security assurance

Host component governance

Simplified compliance

Azure Policy, Azure Security Benchmarks

Security posture mgmt.

Azure Policy, Monitor, Defender for Cloud

Privileged access ﬁ_ﬁ Network security

JIT, JEA, PIM, PAM, CG Datacenter Firewall, Secure DNS

< /> Confidential Compute*
CVM, Guest & workload attestation

System security + zero trust

Hardened defaults,, Trusted Boot, Certificates, Cryptography,
Code Signing and Integrity, Device Attestation, Zero trust

ﬁ Silicon assisted security

Firmware, DMA, Memory, Secured Kernel

o Certification e Secure supply chain

Provenance, patching and continuous vulnerability management of OS components



Security

Trusted launch VMs

Protects VMs from advanced threats

Q Secure Boot ensures only trusted
software can run during boot

D Boot Integrity extends the benefits of
®  Secure Boot and identifies vulnerabilities

Q Microsoft Azure Attestation service
regularly verifies TVM components

Keys and secrets persist through VM
movements (live migration, failover)

e

Preview




Security

Confidential computing

Provides hardware-enforced isolation for workloads

r |deal for sensitive workloads in
9 regulated industries using Azure Local

Guest and workload attestation
ensures protection of data in use

Uses hardware-based Trusted Execution
Environments (TEEs) to protect data in use

€ @

Supports Zero Trust architecture with
TPM 2.0, Secure Boot, and DRTM



Security

Role based access controls (RBACQ)

Give access only to those who need it

Cax. Manage access with Azure Local roles
like any other Azure roles

2,2  Assign specific role-based access
‘@ controls for VM admins

®e Assign access to user, group, service
principal, or managed identity




Security

Azure Policy

Assign built-in policies for compliance across resources

Enforce organizational standards and
Q assess compliance at-scale across
cloud and edge

Can be used alongside Microsoft
rg Defender for Cloud to ensure
security compliance

Azure Policy is included for at no extra -

&

cost to Azure Local hosts and VMs




Security

Local Identity without Active Directory
Simplified identity model with Azure Key Vault

5

Deploy without Active Directory — hosts
don’t need to be domain joined

Full feature parity with AD-based
deployment, including live migration and
other fabric operations

Secrets automatically backed up to Azure
Key Vault - local user passwords and
BitLocker recovery keys

&)

Built-in DNS Support — customers no longer
need to provide their own DNS

AD
Deployment

Local Identity
Deployment

Preview
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Sovereignty

Microsoft Sovereign Cloud

Most comprehensive set of sovereignty solutions across Al,
productivity, security and cloud platform workloads

Sovereign Public Cloud National Partner Clouds Sovereign Private Cloud
Operations and access controlled Access in-country expertise and Continuous operations across hybrid
by European personnel nationally owned organizations or disconnected environments
Data stays in Europe, under Germany: Delos Cloud designed Integrated cloud and productivity with
European law to meet BSI Cloud requirements Microsoft 365 Local
Al model choice and Al processing France: Bleu designed to meet Al capabilities and advanced GPU
that stays in Europe SecNumCloud requirements support with Azure Local

¢ Consistent infrastructure management and development platform ——8M8M8M—




Sovereignty

Azure Local with
disconnected operations

Satisfy regulatory requirements by operating
permanently disconnected from the cloud

Azure Local
Host backend Azure resource manager, portal, and (connected)

services in local appliance VM
Control plane

Integrate with existing datacenter systems for Identity, '
Monitoring, and PKI & Cloud region

e

)
O+

& Distributed location

Subset of services available:

B & J/ /
Portal ARM Copilot Key Vaults Policy 2 Defender ® Workloads
/ / ® Infrastructure
Local Machines || Kubernetes || Registries AVD Others

1: Available only to customers who prequalify based on industry, use case, and other considerations 2 : Partial functionality (policy enforcement at resources creation for GA)

Preview

Preview

Azure Local
(disconnected)

S~

& Distributed location

Control plane

(appliance VM)

Workloads

Infrastructure



Sovereignty

Disconnected operations
deployment scenarios

Run control plane (VM Appliance) and
workloads on a single Azure Local Instance

Azure Local instance

VM appliance

Preview

Deploy and manage multiple Azure Local
instances from a centralized management
cluster to distribute workloads

Azure Local instance

VM appliance

Azure Local instance Azure Local instance
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Operational capabilities

Deploy distributed
infrastructure from the cloud

</>

Shift responsibility from on-site to
central IT

Treat physical machines like cloud
resources, using Azure portal, APIs, or
even Terraform

Simple wizard, backed by
powerful automation

Advanced options to customize the
cluster, networking, and storage for
your environment




Operational capabilities

One-click infrastructure updates
from the cloud

Conveniently view and manage updates
across locations in Azure Update Manager

=

) Full-stack update package includes all
2 Azure Local software plus OEM content

|=> Non-disruptive (workloads keep running)

@ You control when to apply updates




Operational capabilities

Repeat and scale with
infrastructure-as-code

4 )
[4] ARM Template
+ Azure Local RP
E] Parameters JSON
Enabled by
‘ Azure Arc
# e 7 N
Store 17 Store 92 Store 45 Store 63
g Cluster
L Node
L Node
LNet
L VM
L NIC
L AKS




Operational capabilities

Central visibility across
all your locations

Monitor infrastructure, VMs, and
Kubernetes from the Azure portal,
enabled by Azure Arc

d

Ready-made dashboards you can
customize, including multi-cluster views

ol

50+ standard metrics for infrastructure
I cover hypervisor, storage, and networking

K3

i

Set alert rules to send email and more




Operational capabilities

Get insights with Microsoft Copilot in Azure

Copilot e X Copilot e X Copilot e X

At-a-glance overview Code generation Optimization
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Data center migration

Microsoft options for VMware migration

Azure Arc

Azure VMware Solution

Cloud

Fastest path to the cloud

Bring the Azure control plane to your on-premises environment

Azure laaS and PaaS
Start modernizing

Top use cases

+ Datacenter exit made easy,

no application modifications
required

* Retain VMware skills,

familiar tooling

* Modernization with highspeed
connectivity to Azure services

Benefits

* Reuse existing VMware tools
and skills

+ Up to 5-year reserved instance
* No VMware subscription required

* Lower TCO
+ Worldclass availability and

security managed by Microsoft

* Modernize with flexible laaS and

PaaS services (e.g., Azure Virtual
Desktop, Azure SQL)

* Modern, cloud-based tooling
* No VMware subscription

required

(m

Azure Local
Cloud connected infrastructure

B

On-prem

Windows Server
Arc-enabled infrastructure

Top use cases

* Run all applications (VM and

container based) with Arc-
enabled infra

* Flexible hardware and software

options from a variety of
form factors

» Qut-of-the box cloud-based

operations and security

* Integration with Azure Services

including Azure Virtual Desktop

= No VMware subscription required
= SA customers can reuse existing

benefits and licenses

Benefits

* On-premises infrastructure in a

variety of storage architectures

= Broad hardware ecosystem

support

+ Traditional tooling with optional

Arc-management

- No VMware subscription required
= SA customers can reuse existing

benefits and licenses




Data center migration

Microsoft hybrid infrastructure options

w

Hypervisor (Hyper-V) powers Hyperscale Cloud (Azure)

Customer managed infra using cloud management tools (Azure Portal / CLI)
Required Arc-enablement

Supports Hyperconverged Infrastructure (HCl) up to 16-Nodes

Supports fibre channel SAN storage on validated hardware

Major version upgrades quarterly with 6-months support

Runs on validated solution

Azure Virtual Desktop with multisession support

Azure Benefits: Hotpatching and ESUs included

VM migration using Azure Migrate

Azure Local
(HOST)

(]

Windows Server
(HOST or GUEST)

(]

(]

(]

Hypervisor (Hyper-V) powers Hyperscale Cloud (Azure)

Customer managed infra with traditional management tools (VMM / WAC)
Recommended Arc-enablement

Supports Hyperconverged Infrastructure (HCl) up to 16-nodes

Supports SAN, NAS, and standalone storage configurations

Major version upgrades 3-5 years with 10 years of support

Runs on certified hardware

Azure Virtual Desktop for hybrid without multisession

Hotpatching and ESUs available for purchase

VM migration using Virtual Machine Manager or Windows Admin Center




Data center migration

Azure Migrate

Move your workloads seamlessly from VMware to Azure Local

&b

Full-stack alternative with Azure Local

No need to change/rewrite apps

Copy and convert VMware VMDK to Azure
Local VM enabled by Azure Arc entirely
on-premises at no cost

Guided, agentless workflow in Azure Migrate

Azure Migrate

VMware vSphere Azure Local

Learn more at

aka.ms/AzurelLocal/Migrate


https://aka.ms/AzureLocal/Migrate
https://aka.ms/AzureLocal/Migrate
https://aka.ms/AzureLocal/Migrate
https://aka.ms/AzureLocal/Migrate

Data center migration

VM guest management enablement

Connect and manage all VMs on Azure Local

=

4

Transform unmanaged VMs to Azure
Local VMs enabled by Azure Arc

Register VM to enable all lifecycle
management capabilities

Full capabilities of Arc-enabled servers
including extension support

On-premises

= Azure Local
f—

Failover Cluster

Create
VM

Preview

Manager or () Reconnect VM
,\"JIYPQV‘V Virtual
anager M?/n,\sjlge Machine
e Install Connected
Machine Agent
Azure Cloud
Azure Arc
Azure Local
&=, Azurelocal
Azure Arc
Azure Local Manage
Virtual Machine VM Azure Arc extensions




Data center migration

External storage for Azure Local

Preview

Enterprise-class block storage with Fibre channel support

e

™

Bring your own SAN storage to keep
data local with full operational control

Choose trusted storage partner
solutions to meet sovereign needs

Deliver enterprise-grade performance with
Fiber Channel SAN side-by-side with S2D

Available with

HPE
HITACHI



Data center migration

Multi-rack deployments of Azure Local

Expand Azure Local scale to hundreds of nodes in a single instance

7! Expands the maximum scale point of Azure
4 Local up to hundreds of nodes per instance

Aggregation rack Compute racks
p— Deli d . d k £ Network devices == Servers
D - elivered as Integrated racks o -

f e

compute, storage, and networking

SAN Storage

Fully managed compute, storage,
and networking via Azure

g
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Azure Local Al Options

/

)

Al Services

BYO RAG

Bring your own RAG application
and logic

Edge RAG
Search and analyze local knowledge,
including SharePoint data

Al Video Indexer
Al video and audio insights
from live* or recorded sources

Azure Local Al stack
Foundry Local Model Catalog

G I =

OpenAl OSS  Llama Mistral ~ DeepSeek Microsoft

Task-specific models BYO

OCR, speech, vision, models
translation, and more

Foundry Local Model Server
(inferencing and runtime deployment?*)

~

Vi

NVIDIA GPUs

N\

*preview

Connected and f

Al Infrastructure

Leading OEM Partners Small to large footprints
Dell, HPE, Lenovo, and more Single node to multi-rack deployments

ully disconnected* operations with Azure Local

A\ 4



Edge Al

Edge RAG

Intelligent Knowledge Handling

* LazyGraphRAG for high-quality retrieval
}0 » OCR-based parsing of documents, tables, and
images, with SharePoint integration.

197 + 100x faster ingestion of live-streamed images
« 5x faster query performance for Hybrid Search

* Multimodal search, image retrieval & image-rich
9 outputs with chat Ul upgrades
« Connected and fully disconnected scenarios

@ - Agentic workflows combining OCR and LLMs for complex
» document review and regulatory analysis

User
access

Azure
Local

Microsoft Entra ID
Authentication and authorization

Developer and App
end user groups registration

Arc-enabled K8S cluster

Edge RAG extension
t’l’ MetalB Load Balancer

|&%=] AKS node pool

Preview

Azure Arc

Management and
Control plane

Local host
=2

NFS Share

SharePoint

=g



Edge Al

Vision Al: Azure Al Video Indexer

Enable Real-Time Video Intelligence

-1+  Create custom Al models with natural language
J and apply object detection in restricted areas.

2 Al video assistant chat: Ask questions in natural
language and get real-time answers

Video agents for retail, service, security, and sales to
monitor safety, experience, and performance

Capture key events and insights using natural
language to generate summaries

e

Preview



Edge Al

Microsoft Foundry spans cloud to edge

Foundry Local Azure Local enabled by Azure Arc

Windows, MacOS, & Edge and on-premise
Android (Private Preview)

*ia® BRA &

loT, phones, laptops, desktops Edge, hybrid, air-gapped

Fine tunes and policy

Observability traces and other signals
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Partner solutions

Azure Local solution categories

Premier Solutions

Turnkey Azure Local solution
Deepest integration and highest level of automation, built through deep
engineering collaboration between Microsoft and solution partners
Continuous testing by Microsoft and our partners, to ensure higher reliability and
minimal downtime
End-to-end deployment workflows that make it easy to deploy one cluster or a
thousand clusters

Integrated Systems

Single purpose system with pre-installed software

Optimized hardware selection with regular testing for ongoing reliability
Delivered with software pre-installed and security set by default
Validated full-stack updates and native hardware management tools

Validated Nodes

Broadest choice of hardware components

Choose from a diverse selection of validated hardware from more than 30
partners, or re-use existing validated hardware

Engage with preferred S| for deployment and integration, as needed

On new hardware or check with your OEM or solution provider to ensure

you are running a validated solution. In certain cases, you may be able to reuse

Visit the Azure Local Catalog to discover the current u e
existing hardware

hardware solutions available to fit your edge needs



https://azurestackhcisolutions.azure.microsoft.com/

Partner solutions

Choose hardware from your preferred vendor

Engage directly with Customize hardware specs, Purchase 1 to N nodes
your preferred vendor storage, and networking up-front or as-a-service

Explore solutions at aka.ms/AzurelLocalCatalog


https://aka.ms/AzureLocalCatalog

Partner solutions

Accelerate demanding workloads with GPUs

-

/A Over 50 GPU-capable platforms with
- NVIDIA, including RTX PRO 6000, and others

(7" Dedicate whole GPUs to workloads to
maximize Al/ML performance

'l' Partition GPUs to increase density
with virtual apps and desktops

&e Azure Local VMs with GPU partitioning
support live migration and failover*

*Not available on AKS Arc
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Roadmap

Azure Local includes:

ool Core
29 capabilities

o, Management
“® & tooling
Security &

compliance

Unified Infrastructure: Compute (Hyper-V),
Storage (52D or SAN), Networking (SDN)

Azure Arc Integration: Arc-enabled VMs,
Kubernetes (AKS), Azure Monitor, Backup,
Site Recovery

Azure Portal integration & CLI support

Monitoring & Visibility: 50+ metrics,
dashboards, alert rules via Azure Arc

Advanced Security-by-Default

Al & ML Workloads at the edge
Azure Virtual Desktop (AVD) on-premises support

Hardware Flexibility: Wide range of OEM-validated
options in catalog including GPU support

Bicep & ARM Templates

Firmware & Driver Validation for certified hardware

Integration with Microsoft Defender




Roadmap

~

() preview @ GA

Azure Local (partial) product roadmap* -

Today H1CY2026 H2 CY2026 Future
Operate and scale Azure Arc gateway for AKS for simpler connectivity o ®
with the power of Zero-touch OS provisioning from cloud O ®
the cloud Day N cluster/storage/network management O o
Ready for all your Hydrate pre-existing VMs into Azure Arc O o
apps: VMs and VMs features: day N operations, OS disk, gallery, connect O o
containers alike AKS Arc Al apps and services (e.g., Edge RAG, Foundry Local) (73 @
Disconnected operations & o
Flexibility to meet Rack-aware clustering to replicate between rooms O ®
’ your requirements Low-spec, low-cost hardware options O ®
and budget Multi-rack deployment O ®
Support for external SAN storage O o
Extend cloud Remediate Defender recommendations o L
security to your Trusted launch (including attestation) O o
distributed locations Local Identity without Active Directory % o

*IMPORTANT: Forward-looking roadmap is subject to change. It should not be interpreted as a commitment on the part of Microsoft, and Microsoft cannot guarantee its accuracy.




Thank you!

azure.microsoft.com/products/local
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